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SECURITY COMPLIANCE

• configuration
• hardening

• is root login over ssh forbidden?
• is SELinux enabled and enforcing?
• are we using strict password policy?
• are obsolete / insecure services disabled?
• …?



SCAP

• Security Content Automation Protocol
• NIST standard
• a set of data formats

• XCCDF
• OVAL
• CPE
• CVE
• CCE



OpenSCAP

• SCAP 1.2 implementation
• certified by NIST since 2014
• library and a command-line interface
• included in Red Hat Enterprise Linux base channel



SCAP Workbench

• GUI frontend for OpenSCAP
• scan local machines
• scan remove machines
• included in Red Hat Enterprise Linux base channel
• also available for Windows and MacOS X



SCANNING A SINGLE MACHINE

SCAP content
(SDS = source 

datastream)
OpenSCAP scanner

SCAP results
(ARF = result 
datastream)

system information
(RPM packages, configuration files, systemd settings, …)



SCAP SECURITY GUIDE

• community project
• content for multiple products

• RHEL, Fedora, CentOS, Firefox, …
• multiple policies for each product

• USGCB, PCI-DSS, DISA STIG, …



SCANNING A SINGLE MACHINE

• We will need the following to perform a USGCB scan:
• Red Hat Enterprise Linux 7.3
• OpenSCAP and SCAP Workbench
• USGCB profile from SCAP Security Guide



INSTALL THE NECESSARY TOOLS

(assuming Red Hat Enterprise Linux 7.3)

# yum install scap-security-guide
# yum install openscap-scanner
# yum install scap-workbench



SCAP WORKBENCH 1/3

After starting SCAP 
Workbench we will be asked to 
select the security policy we 
want to load.

Let’s select RHEL7.



SCAP WORKBENCH 2/3

1. select the USGCB profile
2. keep local machine selected
3. click Scan



SCAP WORKBENCH 3/3

1. select the USGCB profile
2. keep local machine selected
3. click Scan



RESULTS AND REPORT

• Result formats
• XCCDF results, OVAL results
• ARF results (recommended!)

• HTML report
• generated from results
• human readable and interactive
• allows filtering, sorting, grouping



COMMAND-LINE

# oscap xccdf eval --profile 
xccdf_org.ssgproject.content_profile_stig-rhel7-server-upstream 
--results results.xml --results-arf arf.xml --report report.html 
/usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml



HTML REPORT 1/5



HTML REPORT 2/5



HTML REPORT 3/5



HTML REPORT 4/5



HTML REPORT 5/5



COMMAND-LINE FOR VM

# oscap-vm domain rhel7.3 xccdf eval --profile 
xccdf_org.ssgproject.content_profile_stig-rhel7-server-upstream 
/usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml

# oscap-vm image /var/lib/libvirt/images/rhel7.3.qcow2 xccdf 
eval --profile 
xccdf_org.ssgproject.content_profile_stig-rhel7-server-upstream 
/usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml



COMMAND-LINE FOR CONTAINERS

# oscap-docker container $ID xccdf eval --profile 
xccdf_org.ssgproject.content_profile_stig-rhel7-server-upstream 
/usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml

# oscap-docker image $ID xccdf eval --profile 
xccdf_org.ssgproject.content_profile_stig-rhel7-server-upstream 
/usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml



Putting machines into compliance

• “remediation”
• online remediation with --remediate

• happens right after evaluation
• offline remediation

• get results
• generate remediations from results
• OR generate remediations from a profile



Putting machines into compliance
• bash remediations

• available everywhere
• idempotent

sysctl_net_ipv4_conf_all_secure_redirects_value="0"

# Set runtime for net.ipv4.conf.all.secure_redirects
#
/sbin/sysctl -q -n -w 
net.ipv4.conf.all.secure_redirects=$sysctl_net_ipv4_conf_all_secure_redirects_value

# If net.ipv4.conf.all.secure_redirects present in /etc/sysctl.conf, change value to 
appropriate value
# else, add "net.ipv4.conf.all.secure_redirects = value" to /etc/sysctl.conf

replace_or_append '/etc/sysctl.conf' '^net.ipv4.conf.all.secure_redirects' 
"$sysctl_net_ipv4_conf_all_secure_redirects_value" 'CCE-80159-7'



Putting machines into compliance
• ansible remediations

• new feature in SSG 0.1.33
• not full coverage yet

    - name: Ensure sysctl net.ipv4.conf.all.secure_redirects is set
      sysctl:
        name: net.ipv4.conf.all.secure_redirects
        value: 0
        state: present
        reload: yes
      tags:
        - sysctl_net_ipv4_conf_all_secure_redirects
        - medium
        - CCE-80159-7



Writing custom content

• git clone 
https://github.com/OpenSCAP/scap-security-guide.git

cd scap-security-guide
cd build
cmake ../
make -j 4

https://github.com/OpenSCAP/scap-security-guide.git
https://github.com/OpenSCAP/scap-security-guide.git


Writing custom content

• SCAP Security Guide is split into products
• Each product:

• is a library of rules, checks and remediations
• has one or more profiles

• Find the product you want to change
• Or create a new product in the repository



Writing custom content

• simple / derivative rules
• use templates
• add the package or service name to a CSV and rebuild

• complex / from scratch rules
• have to use OVAL



Questions?
Also check out:
● https://www.open-scap.org/
● #openscap IRC channel on freenode

https://www.open-scap.org/
https://www.open-scap.org/

